INFORMATION ASSURANLE

THE TEN COMMANDMENTS OF CYBER SECURITY

(Hardware and software does not apply to DoD computers)

1. Protect all personal information

2. Stay current on security patches for all software on your
computer

3. Install and update (at least weekly) Anti-virus software
4. Make use of software and/or hardware firewalls

5. Do not open suspicious email

6. Only install software from trusted sources

7. Never share with anyone your user ID or password

8. Learn techniques to create strong and “hard to guess”
passwords

9. Be aware of normal operational behavior of your computer

10. Never provide personal information in response to any email



